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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Update Solution for removing ENs.
4
Detailed proposal
*** BEGIN CHANGES ***
6.18
Solution #18: UE-to-UE Relay security
6.18.1
Introduction

This solution addresses Key Issue #2: Security of UE-to-UE Relay.
This solution uses PC5 security mechanism defined in in TS 33.536 [9] for the security between Remote UE and Relay UE.
This solution uses IPsec for the security between Remote UEs in Layer-3 UE-to-UE Relay scenario.
This solution uses PC5 security mechanism defined in TS 33.536 [9] for the security between Remote UEs in Layer-2 UE-to-UE Relay scenario.
6.18.2
Solution details
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 Figure 6.18.2-1: UE-to-UE relay security procedure
0.
The Source UE, Relay UE and Target UE discover each other, and then establish connections between them. This solution does not address the key issue of U2U relay discovery security.
1.
According to the U2U relay security policy configured locally, the Source UE and Target UE may use the unicast mode security mechanism defined in clause 5.3 of TS 33.536 [9] to establish secure connections with the Relay UE respectively. If end-to-end security is required, Hop-by-hop security may not be required. The U2U relay security policy specifies whether hop-by-hop security should be enabled.

NOTE:
Details of U2U relay security policy are to be determined during normative work.
2.
For the Layer-3 UE-to-UE relay scenario, establishing a secure connection between the Source UE and the Target UE is out of the scope of 3GPP.
For the Layer-2 UE-to-UE relay scenario, the Source UE and the Target UE can reuse the unicast mode security mechanism defined in clause 5.3 of TS 33.536 [9] to establish a secure connection via the Relay UE.
Editor’s Note: Further details for e2e security over L2 U2U relay are FFS.
6.18.3
Evaluation

TBD
*** END OF CHANGES ***
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